PykoBoacTBo no codaoaenuo kiuenramu OO0 «PETMOH Tpact» npaBuia nHGopManMoOHHO#
0e3omacHoCTH

Hacrosmee PyxoBomctBo mo cobmopenuto kimmeHTamun OOO «PEITMOH Tpact» wuHGOpMannoHHOH
Oe3omacHocTH Ipu Kcnosib3oBaHnK HHpopManuoHHbX cucteM OO0 «PEI'MOH Tpactr» (nanee — PykoBoncTso u
OOI1IeCTBO COOTBETCTBEHHO) pa3paborano OOIIECTBOM B COOTBETCTBUH ¢ TpebGoBanusmu Ilonokenust 00
YCTaHOBIICHUN 0053aTEIbHBIX ISl HEKPEAUTHBIX (PMHAHCOBBIX OPraHM3aLUi TPEeOOBAaHMH K 0OECIIEUEHHIO 3aIIUThI
uH(GOpMAaLMK TPH OCYIIECTBICHUH MAEATEIBHOCTH B cdepe (UHAHCOBBIX PHIHKOB B LENAX NPOTHBOICHCTBHA
OCYIIECTBIICHHIO HE3aKOHHBIX (hpuHaHCOBBIX onepauuii (yrB. bankom Poccum 20.04.2021 Ne 757-I1) u momiexxut
JIOBEJICHHIO 10 CBeleHMs KiueHToB OOIIecTBa ImyTeM pa3MemieHus Ha caiire O0riecTBa B ceTi VIHTepHET.

1. YBeaomienue o pucCKax HHq)OpMaIIPIOHHOfI 6630HaCHOCTI(I, CBAI3AHHBIX C HCCAHKIIHOHUPOBAHHBIM 10CTYIIOM,
BPE€AOHOCHBIMM KOJJAaMHU U MHBIMHU ITPOTUBONIPABHBIMH ﬂeﬁCTBHﬂMH TPETbUX JIHUI.

1.1. Kmmentsr OOmecTBa HECyT PHCKH BO3MOXHBIX (HHAHCOBBIX IIOTEPH BCICICTBHE CIICAYIOIINX
00CTOSTENBCTB!

— [ONyYeHHe JIMLAMHM, He 00J1aJatoIMMH [IPaBOM OCYILIECTBICHHUs (PMHAHCOBBIX OIepaluii OT JIMIa KJIUEHTa,
HECaHKIIMOHUPOBAHHOTO JOCTYIIA K 3aIllUIIaeMOi HHPOPMALHH,

— yrtpara (HmOTeps, XWIICHHE) HOCHTEJNelH KIroYel 3JIeKTPOHHOW IIOINIHCH, C HCIOJNB30BaHHEM KOTOPBIX
OCYLIECTBIISIIOTCSL PMHAHCOBBIE OIIEpalNy;

—  BO3JCHCTBHE BPEIOHOCHOTO KOJIa HA YCTPONCTBA KIIMEHTA, C KOTOPBIX COBEPIIAFOTCS (PUHAHCOBBIC ONEPALIN
(TIepcoHaNBHBIA KOMITBIOTED, IUIAHIIET, MOOMIBHBIHA TeIe(OH U Ip., Jajee — yCTPOHCTBO);

—  COBEpILUEHUE B OTHOIIECHHUH KiIMeHTa OOIIecTBa UHBIX TPOTUBOINPABHBIX JACHCTBUIL.

1.2. TIpwm ocymecTBiaeHNH HHUHAHCOBBIX Onepanuii kiuenTam OOIecTBa ciIeyeT NPUHIMATh BO BHUMAHHUE
PHCK TIOJyYeHUS] TPETHHUMH JIMLIAMH HECAaHKIMOHUPOBAHHOTO JOCTyNa K 3allMINaeMoil MHpOpMalMu C LENbI0
ocylIecTBIICHHs] (PMHAHCOBBIX OIEpalii JuiamMu. Takue pUCKH MOTYT BO3HHMKAaTh, IOMUMO IPOYETO, BCIEJICTBHE
CJICTYFOIINX COOBITHH!

—  Kpaka ImapoJiisi ¥ HACHTH(UKATOPA JOCTYIA MIIH HHBIX KOH(GHUICHIINANBHBIX JaHHbIX, HAIPUMED, 3aKPBITOTO
KJII0Ya, TOCPEJCTBOM TEXHMYECKUX CPENCTB W/WIM  BPEAOHOCHOTO KOJAa U  HCIIOJb30BaHHE
3JI0yMBILICHHUKAMHU YKa3aHHBIX JaHHBIX C APYTHX YCTPOKMCTB JIsl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

— YCTaHOBKa Ha YCTPOWCTBO BPEJOHOCHOTO KOJa, KOTOPBHIH IO3BOJMT 3JOYMBIIIICHHHKAM OCYIIECTBUTH
orepanuu oT UMeHH KineHTa ObmiecTna,

—  HCIOJIb30BaHUsI 3JI0YMBIIUIEHHUKOM YTEPSIHHOTO WIN YKpaJieHHOTo TenedoHa aist nonydennss CMC-ko/0B,
KOTOpBIE MOTYT HMpUMEHATHCs OOIIEeCTBOM B KadeCTBE JIEMEHTa NPOCTOH 3JIEKTPOHHOW IOAIKCH JIHOO
JIOTIOJTHUTENBHOTO clloco0a WAECHTH(GUKALWK KIMEHTa, JUIl IOATBEPXKICHUS HECAHKIHOHHPOBAHHBIX
(hMHAHCOBBIX OTIEpaLNi;

— Kpaka WJIM HECaHKIMOHHMPOBAHHBIH JOCTYIl K YCTPOWCTBY, C KoToporo kimeHT OOIiecTBa MOJIb3yeTcs
yeayramu OO1mecTBa Juisl MOMy4YeHHs TaHHBIX W/HMIIM HECAaHKIIMOHMPOBAHHOTO JIOCTYIA K YCIIyraM ¢ 3TOTrO
YCTpOMCTBa.

—  MOJy4eHHE 3JI0YMBIIUIEHHHKAaMH MEPCOHANIBHBIX NaHHbIX KiMeHTa OOlecTBa, napois u uaeHTudukaTopa
noctyna u/mm kozxa n3 CMC u/nnm KooBOTo CJI0Ba U IPOYNX KOH(PHUICHIINATBHBIX JaHHBIX ITyTeM oOMaHa
w/unu 310ynotpednaeHust nosepueM. ONUCAaHHBIA PUCK MOXET Pealn30BaThCs, MOMUMO IPOYEro, KOorja
3JI0YMBILUICHHUK TIPECTABIAETCS COTpyaHMKOM OOIlecTBa WM TEXHHYECKAM CIEIMAIUCTOM HIIU
UCTIOJNIb3YET UHYIO JIETEHy ¥ IPOCUT KJIMEHTa COOOIINTh €My yKa3aHHbIe KOH(HUICHINAILHbIE JaHHbIE WIIN
HarpasysieT MOAJeIbHbIE TOYTOBBIE COOOLIEHHS C MPOCHOOH NPEeOCTaBUTh MH(MOPMAIUIO MM COBEPIINTH
JISUCTBHE, KOTOPOE MOXKET MPUBECTH K KOMIIPOMETAIIUHU YCTPOICTRA;

—  IepexBaT MOYTOBBIX COOOIIEHUH M MOJyYEeHHUs] HECAHKIIMOHUPOBAHHOTO JOCTYIA K BBINMCKAM, OTYETaM U
npouyeil  QuHaHCOBOW WHGpOpPMAanMM, eciaM 3JEKTPOHHAS IMOYTa KIMEHTa HCIOJNB3YeTCsl IS
nHpopManmoHHOro obMeHa ¢ OOmiecTBoM. B ciydae monydeHusl DOCTyIa K IMOYTE KJIMEHTA, OTIpaBKa
coobmiernit OOIIEeCTBY OT €ro HMEHH.

1.3. Bce pucku, cBs3aHHBIE C YTPATOI M KOMIIPOMeTAalMel YUETHBIX JaHHBIX (JIOTHWH, apoJib) JUIs 10CTyna
K nHopMarmoHHBIM cucTeMam OOmecTBa HeceT Bragenen y4€THIX gaHHBIX. OOIIECTBO HE HECET OTBETCTBEHHOCTH
B citydasix (PMHAHCOBBIX TIOTEPb, TIOHECEHHBIX KIMEHTAMH B CBSI3HU C ITPEeHEOpekeHHEM NpaBHiIaMy HHPOPMAIIMOHHON
6e3omacHocTH.

2. Mepbl o NpeaAOTBPAIICHHUI0 HCCAHKIIMOHUPOBAHHOI'0 10CTYyIA K 3anuaeMoii l/lH(l)OpMallPlﬂ.



2.1. Kmuentam OOmecTtBa cieayeT NpEeANpPUHATh BCE JOCTYNHBIE MEpbl Ui  MPEIOTBPAILCHUS

HECAaHKIIMOHWPOBAHHOTO JOCTyIA K 3alliIaeMoil MH(pOpMaIiy TaKuX KIUEHTOB. JJIs yKa3aHHBIX IeNeil KIneHTaM
OO6miecTBa crieAyeT MPUHATH ,[TOMAMO TIPOYETo, CICTYIONIIE MEPHI:

2.1.1. OGecreueHue HaJJIe)KaIle 3alluThl yCTpOﬁCTBa, C IMOMOLIBKO KOTOPOI'0 KIIMEHTHI MOJIB3YIOTCA

ycmyramu O61iecTBa U oOMeHuBaroTcs HHpopManueii ¢ OdmecTBoM:

UCTIONIb30BaHUE TOJBKO JIMIEH3MPOBAHHOTO IPOTPAMMHOTO OOECTIedeHHs, MOTYIEHHOTO U3 JOBEPEHHBIX
HUCTOYHUKOB.
3ampeT Ha yCTaHOBKY IIPOTrpaMM U3 HEIIPOBEPEHHBIX HCTOYHUKOB.
UCIIONB30BAaHUE CPEJNICTB AIICKTPOHHON OE30IACHOCTH M 3alIWTHI, TAKUX KaK AHTHBHPYC C PETYISIPHO H
CBOEBPEMEHHO OOHOBJIIEMBIME 0a3aMH, IEPCOHALHBIA MEXKCETEBOI IKpaH, 3al[UTa HAKOHUTEINS U TIPOYHX;
HacTpoiKa IpaB JOCTyNa K YCTPOMCTBY TakuM 00pa3oM, 4TOOBI HECAaHKIHMOHMPOBAHHBIA JOCTYH K
nH(pOpMALMK Ha TAKOM YCTPOMCTBE OBLT HEBO3MOXKEH AaXKe MPU yTpaTe yCTPOICTBA BIaJEIIbLIEM,;
XpaHEHHE U UCTIONIb30BaHIE YCTPOHCTBA CIIOCOOM, HCKIIOYAIOLINM PHUCKH €TO KPAXH W/HIIH yTEPH.
CBOEBPEMEHHOE OOHOBJIEHUE ONEPAL[MOHHON CHCTEMBI YCTPOHCTBA;
aKTHUBALIMA NAPOJIbHON MIIM MHOM 3allUThI U1 JOCTyNa K YCTPOUCTBY;
He3aMeIINTENbHOE I3MEHEHNE YICTHBIX JAHHBIX, HCIIOJIb3YyEMBIX I IOCTyNa K ycimyram OOmecTBa, nocie
yIAJICHHsI C YCTPOWCTBA 0OHAPYKEHHOTO BPEJAOHOCHOT'O IIPOIPAaMMHOT0 00ECIICHEHHS;.
nepenaya 3aiuu@aeMond nHGpopManu KIMEHTOB TOJBKO Yepe3 Oe30macHble OECIPOBOIHBIE OECIIPOBOIHEIE
cetu. PaboTas B 00Ie10CTYTHBIX OECIIPOBOIHBIX CETSIX KIMEHTaM HeE CIieyeT BBOJIUTH YUETHBIC JaHHbIC,
UCIIOJNIb3yEeMBbIe IS JOCTyna K yciyram OOrecTsa.
2.1.2. OGecneuyenne KOHGUACHIIMATLHOCTH 3alUIIAcMON HHDOPMAIIHHN:
XpaHEHHE B TaifHe ayTeHTH(HKAIMOHHBIX/UACHTU(GUKAMNOHHBIX NaHHBIX W KIIOYEBOW HH(pOpMAIWH,
noiy4eHHBIX oT O0mectBa: mapoineii, CMC-kooB, KOIOBBIX CIOB, 3aKpPBITHIX KiIt04eH, cepTudukaros. B
cllydae KOMIIPOMETAIH YKa3aHHBIX JAHHBIX KIHUEHTY CeAyeT IMPUHATH Mephl I CMEHBI TaKUX JaHHBIX
n/unu yBegomieHns O01ecTBa 0 NX KOMIPOMETAINH;
cOOJIOIeHNEe TIPUHIMIIA Pa3yMHOTO PACKPHITHS MH(pOpManuy O HOMEpax CYETOB, NMACTIOPTHBIX JaHHBIX,
HOMepax KpeauTHbIX U aebetoBeix kapT, CVC/CVV komax. B cinywae 3ampoca y KiIMeHTa yKa3aHHOMN
uHdopManuK B CBS3M C OKa3aHHeM yciyr OOLIECTBOM, KIMEHTY CJIEAYET 10 BO3MOXXHOCTH OLEHUTH
CUTYaIlMIO ¥ YTOYHUTH MOTHOMOYHS OTIIPABUTENS 3alpoca M MPOLEAYpPY PAacKphITHA MH(GOPMALMH depes3
HE3aBHCHMBIN KaHAI CBSI3H, HAIIPUMEp, B KOHTAKT-IIeHTpe OOmiecTsa.
2.1.3. TIlposiBieHHE OCTOPOKHOCTH U IIPELYCMOTPUTEILHOCTH:
kiueHTy OOIIecTBa ClIeTyeT MPOSBIISATH MOBBIIIEHHYIO OCTOPOKHOCTh B CIIEAYIONIMX OOCTOSTENbCTBAX:
a) MpU MOJNYYEHHUH SJIEKTPOHHBIX COOOMIEHHI CO CCHUIKAMM M BIOKEHUSIMH, TAK KAK OHH MOTYT
MIPHUBECTH K 3apaKeHHUIO YCTPONUCTBA KIIMEHTA BPEJOHOCHBIM KOJIOM;
0) npu npocMoTtpe/pabote ¢ caiitamu B ceTH MHTEPHET, TaK KaK BPEJIOHOCHBIN KOJ MOKET OBITh
3arpy’KeH ¢ caiTa;
B) mnpu monydyeHud (ailioB B apxXMBe C [ApoiieM, TaK Kak B TakoMm (aiise MOXeT ObITh
BPEIOHOCHBIN KOJI.

BpC,I[OHOCHBIﬁ KOJ, IMOIIaB K KIIMCHTY Y€pe3 NOYTY HUJIK CChUIKY Ha CaliT B CeTH I/IHTepHeT, MOXKET MMOJTYYUTH

JAO0CTYyI K JIF00BIM JaHHBIM U I/IH(bOpMaI_II/IOHHBIM CHUCTEMaM Ha 3apaKEHHOM yc’[‘pOﬁCTBe.

clleZlyeT BHAMATEIbHO MPOBEPSITH OTIPABUTENS SJICKTPOHHBIX cOOOImeHHH. Bxomsmiee cooOmenne MoxKeT
OBITH OT 3JTOYMBINIJICHHUKA, KOTOPBIH MackupyeTcs o OOIIecTBO WM WHBIX JTOBEPEHHBIX JIUII;

kiaueHTam OOIecTBa He ClIeAyeT 3aXOANTh B CUCTEMBI YAAJICHHOTO JOCTYIa ¢ HEAOBEPEHHBIX yCTPOICTB,
KOTOpBIC KIMEHT He KOHTpoiupyeT. Ha Takux ycTpoiicTBaX MOKET OBITh BPEIOHOCHBIN KOJI, COOMPAIOIINT
MapoJy U UACHTU(DHUKATOPHI JOCTYIA WIH CITIOCOOHBIN TOIMEHUTH ONIEPAIIHIO;

Py HAJIMYUU B CPEICTBAaX MacCOBOW HMHQpopManmuu U Ha caite OOmecTBa CBEACHHHA O TOCIEIHUX
KPUTUYHBIX YA3BUMOCTAX U O BpPEJOHOCHOM KOJ€, KJIMEHTaM pEKOMEHAYETCS MNPUHMMATh TaKylo
HHPOPMALIUIO K CBEICHUIO;

pu 0OpaIIeHny B KOHTaKT-1IeHTp OOIIecTBa KIHEeHTY CIeAyeT OCYHIECTBIATh 3BOHOK TOJBKO MO HOMEPY
teneoHa, ykazaHHOMY Ha caiite OOmiecTBa B cetu IHTEpHET;

MpHU NPEAOCTaBICHUH KIMEHTOM JOCTyNa K YCTPONCTBY TPETHUM JIMIIAM KJIMEHT HECET PHUCK 3arpy3Ku
TaKVUMH JIUIIAMH Ha YCTPOHCTBO BPEAOHOCHOTO Koja. B ciydae yTpaThl yCTPOMCTBA 3JIOYMBINIJIEHHUKH
MOTYT BOCIIOJIB30BATHCS MM IS IOCTyma K cucremMam OOIecTBa OT JIUIa KIHEHTa;

npH yTpaTe TenedoHa, uemois3yemoro mis nomydenns CMC-ko0B wiu gocTyna K cuctemaM OOriecTsa,
KITUEHTY HEOOXOIUMO COBEPIIUTH CIEAYIONIUE NCHCTBUS:



2.2.

a) upounpopmupoBath OOIIECTBO MO TeAe(POHY KOHTAKT-IEHTPA W/UIU aapecy JNEKTPOHHOU
TOYTHI, YKa3aHHBIM Ha caiite OO1mecTBa B cetn MHTEpHET,
0) 10 BO3MOXHOCTH ONEPATUBHO C YYETOM TPOYUX PHCKOB M OCOOEHHOCTEH HCIIOIL30BAHMUS
TenedoHa KiIueHTa 3a0JI0KMPOBaTh U MEPEBBITYCTHTh CUM-KapTy;
B) CMEHHTh [apoiib, BOCIIOJNB30BABUINCH JPYTMM JOBEPEHHBIM  YCTPONCTBOM, W/WIH
3a0JIOKMPOBATh NUCTAHIMOHHBII JocTym K ycimyram OOriecTBa, ooparusmrcs B O0IecTBo;
NpU TOAO3PEHHHM HA HECAaHKIMOHHWPOBAHHBIN JOCTYN W/WIM KOMIIPOMETALUIO YCTPOWCTBA KJIMEHTY
HEOOXOAMMO CMEHHUTh Iapoiib, BOCIOJB30BABIINCH JPYTHM JOBEPEHHBIM YCTPOMCTBOM  H/MIH
3a0JIOKMPOBATh JUCTAaHIMOHHBIA NOCTYN K yciayram OOmectBa, ooparuBiinck B OOIIECTBO, B OTHOILICHUN
KJIF0YeBOI HH(POPMAIMH, ECITH 3TO YMECTHO JUISl OKa3bIBaeMoro KineHTy OO0IecTBOM BHUa yCIyT — 0TO3BATh
CKOMIIPOMETUPOBAHHBIN 3aKPBITHIN KIIOY;
KIMEHTY PEKOMEHIyeTCS WCHONb30BaTh Il (MHAHCOBBIX OMNEPALUH OTACIBHOE, MAaKCHMalIbHO
3alIMIIEHHOE YCTPOWUCTBO, JOCTYI K KOTOPOMY €CTh TOJIBKO Y KIUEHTA;
B CIIydac BBIXOZa M3 CTPOS CHM KapThl, HCIOIb3yeMoi mis moxydeHus CMC-KoIOB, KIHEHTY CIELyeT
HE3aMEIINTENIPHO OOpaTHUTBCS K CBOEMY COTOBOMY ONEpaTtopy JUId YTOYHEHHA  IPUYUH
HepabOTOCIIOCOOHOCTH CUM-KapThl M BOCCTAHOBJICHHS CBSI3H.
KOHTaKTHas MHQpOpMalus, INpeJocTaBieHHas KineHToM OOLIeCTBY, HOJDKHA IIOAJCPKUBATHCS B
aKTyaJJbHOM COCTOSIHUM U1 TOTO, 4TOOBI B Cllydae HEOOXOAMMOCTH C mpencTtaButenb OOmecTtBa Mor
OIEPaTHBHO CBSI3aThCS C KIIMEHTOM.
2.1.4. Tlpu paboTe C KIH0OYaMH 3JIEKTPOHHON ITOAMUCH HEOOXOJHMO:
MCTIONIb30BAaTh AJISI XPAaHEHHS CEKPETHBIX KIFOUEH 3JIEKTPOHHOM MOANNCH BHELTHUE HOCUTEINH;
KpaifHe BHHMATEIbHO OTHOCHUTHCS K KIIFOUCBOMY HOCHTEIIO, HE OCTaBJIITH €ro Oe3 NpHCMOTpa M He
nepenaBaTh TPETHUM JINIAM, U3BJIEKaTh HOCUTEN U3 KOMITBIOTEPA, €CJIM OHU HE UCIIOJIB3YIOTCS JJIst paOOThI;
HCTIONIb30BaTh CII0XKHBIC TIAPOJIH IS BXO/Ia Ha YCTPOMCTBO U IS AOCTYTIA K KIIF0YaM 3JIEKTPOHHON MOMTNCH,
HE XPaHUTbh Napoid B TEKCTOBBIX JTOKYMEHTaxX Ha YCTPOICTBE.
2.1.5. TIlpu pabote c 3amuiaemoii HHGOpMaLUel Ha IepCOHATEHOM KOMIBIOTEPE HEOOXOAUMO:
UCIIOJIb30BaTh JIMIEH3MOHHOE TPOrpaMMHOe olecrieueHne (OIepalioHHbIe CUCTEMBbI, O(HCHBIE MAKEThl U
T.1.);
CBOEBPEMEHHO yCTaHABJINBATh aKTyaJIbHbIE OOHOBIICHUS 0€30MaCHOCTH (OTIEPAIIMOHHBIC CHCTEMBI, O(HCHBIE
MAKeTHI U T.1.);
UCIIONIb30BaTh aHTUBHPYCHOE MIPOTPaMMHOE 00eCIIeYeHNE, PEryIIpHO OOHOBIISITE aHTHBHPYCHBIE 0a3bl;
UCIIOJIb30BaTh CHEINAIM3NPOBAHHBIE ITPOTPAMMBI IS 3alUTHl HHPOpMaNnH (IepCOHAIbHbIE MEXCETEBbIE
OKpaHbl M CPEJCTBA 3aIUTHl OT HECAaHKIIMOHUPOBAHHOIO JOCTYIA), CPEICTBA KOHTPOJISI KOH(HUTYpalUu
YCTPOICTB;
HCIIOJIb30BaTh CJIOXKHBIE TTapOIIH;
OTPaHHYHUTh JIOCTYIl K KOMIBIOTEPY, HWCKIIIOYHUTh (OrpaHUYMTh) BO3MOXKHOCTh JMCTAHIIMOHHOI'O
MOAKITIOUEHHS] K KOMIBIOTEPY TPETHUM JIHLAM.
2.1.6. TIlpu pabote c MOOWMIEHBIM YCTPOHCTBOM HEOOXOAUMO:
HE OCTaBIIATh YCTPOHCTBO O€3 IMPUCMOTPA, YTOOBI HCKIIIOUYHTH €0 HECAHKIIMOHUPOBAaHHOE MCIIOIb30BaHNE;
UCIIOJIb30BAaTh TOJILKO O(UIHANTbHBIE MOOMIIBHBIC TPUIIOKEHHS, 3arPYKEHHbBIE IPH OMOIIN O(PHIIUATIBHOTO
MarasuHa MpHI0KEHHH;
HE TepPeXOnTh 110 CChUIKaM M HE yCTaHABIMBATbh MPHUII0KEHH/00HOBIEHHS 0€3011aCHOCTH, MPHUIIEALINE B
cMc-coo0uieHnt, Push-yBeoMIIeHHH WK 110 JIEKTPOHHOM 1oYTe, B TOM 4Kcie oT uMenn OOriecTsa,;
YCTaHOBHUTH Ha YCTPOMCTBE Mapoiib JUIsl TOCTYIA K YyCTPOUCTBY.
2.1.7. Ilpu oomene nndopmanueii uepes cetb MHTEpHET HEOOXOANMO:
HE OTKpPBIBATh MUCbMa U BJIOXKEHHSI K HUM, [TOJY4YE€HHbIC OT HEM3BECTHBIX OTHPABHUTENECH MO AJIEKTPOHHON
MOYTE, HE MEPEXOUTH M0 COJCPIKAIIMMCS B TAKMX MUCbMaX CChUIKaM;
HE BBOJAMTH IEPCOHANBHYIO MH(OpMaNUIO Ha ITOJO3PUTENBHBIX CaiiTaX M JIPYrMX HEW3BECTHBIX KIMEHTY
pecypcax;
UCKITIOYUTh MOCELICHUE CATOB COMHHUTENILHOTO COACPIKAHUS;
HE COXPaHATh NIAapOJIH B MAMITH HHTEPHET-Opay3epa, eciii TPEThH JIHIa UMEIOT JIOCTYH K KOMITBIOTEPY;
He HaKMMaTh Ha OaHHEPH! M BCILIBIBAIOLINE OKHA, BOSHUKAIOIIME BO BpeMsl paboThI B ceTH HTepHeT;
OTKPBIBATH (PaiJIBl TOIBKO M3BECTHBIX PACIIUPEHUII;

ITpu moo3peHnn B KOMIIPOMETAIIUH KITIOUEH W HECAHKITMOHUPOBAHHOM JIBHKEHUH IIEHHBIX OyMar, TeHE)HBIX
CPEICTB WJIM MHBIX (PMHAHCOBBIX aKTUBOB HE00X0auMo oOpamarthkest B OOmIecTBo mo TenedoHy KOHTaKT-IeHTpa
W/WIH apecy dJEKTPOHHOM MOYTHI, YKa3aHHBIM Ha caliTe OOmecTBa B cetn VIHTEpHET.



